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Authenti-Corp Test Campaigns

 |nternational Labor Organization
Biometric Test Campaign
(fingerprints at sea, 2004)

* FingerPrint 2005 (FP2005)

« DHS/NIJ Iris Recognltion Study
2006 (IRISO6) | ..
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FingerPrint 2005 Study (FP2005)

» Fingerprint images collected in standard
office environment

« Offline analysis using
— NIST MINDTCT minutiae extractor
— NIST BOZORTH3 matching algorithm

« To emulate client scenario use;:

Cross Match

— Enroliment = Run 1, Attempt 1, Image 0 Verifier E Cross Match
— Recognition=Run 3, Attempt 1, Image O (Clean & Dirty) MV 5
www.crossmatch.com
Run 01 Run 03
Sensor 01, 02, 03, 04, 05, 06, 07 (random) Sensor 01, 02, 03, 04, 05, 06, 07 (random)
Finger 02, 07 (random) Finger 02, 07 (random)
Attempt 01, 02, (03) Attempt 01, 02, (03)
Image 00, (01), (02) Image 00, (01), (02)
Break Break
Run 02 Run 04
Sensor 01, 02, 03, 04, 05, 06, 07 (random) Sensor 01, 02, 03, 04, 05, 06, 07 (random)
Finger 02, 07 (random) Finger 02, 07 (random)
Attempt 01, 02, (03) Attempt 01, 02, (03)
Image 00, (01), (02) Image 00, (01), (02)

BWG Working Session 35 3 17 October 2006, London



FPZOOS Data Test Subject Demographic Profile
i L. Target | Actual
Collection Specifics S
Gender
Male 50 49
Female 50 51
Test Subject Statistics Total 100 100
# of # of no-
test Dates appointment | show Age
subjects slots rate 18 t0 24 10 9
Visit1| 293 N03C1tzl,22505 372 21.2% ég :g 23 ;g ;(8)
o Nov 14 — 0 45 to0 54 19 22
Visit2 | 265 Dec 17, 2005 324 18.2% e > =
651074 9 10
50 ——r——— , , , 75 and older 8 8
[ Total 100 100
N - 16
40 Min=23 days Race
Max=63 days | = White 70 73
a Mean=34.4 days {12 X Black 10 10
2 or 1 ¢ Asian 5 6
5 s = Middle-Eastern 5 2
8 L N NS N 18 Other race / Two or more races 10 9
E 2 Total 100 100
Z N ke
0k N N 14 E Ethnicity
[ - \ ] Hispanic or Latino (of any race) 13 11
N § ] Non-Hispanic 87 89
0 s STRMEMEMENERE S Bl SEXEY Total 100 100
20 30 40 50 60

Days between Visits 1 and 2
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Sample NIST Fingerprint Image
Quality (NFIQ) Profiles

* Neural-network-based algorithm designed to predict
fingerprint matching performance

 NFIQ score =1, highest quality images
 NFIQ score = 5, poorest quality images
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ROC & DET Performance Curves

MV 5 better than Dirty Verifier E better than Clean Verifier E
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False Non-Match Rate (1 - True Accept Rate)

True Accept Rate (Probability of Detection)
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Performance

as a Function of
Image Quality

e As expected,

performance improves
with better image

gualities

e Recommendations

— Require enrollment
Images to have NFIQ<5

— Exclude NFIQ=5 images
from matching operations

BWG Working Session 35
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Performance of Verifier E
Subsequent Images

* Subsequent images collected ~1 sec apart during
a single finger placement

« Performance improves with subsequent images

« Recommendation: Leave finger on platen for ~3
seconds and use highest quality fingerprint for
matching

1.0

— T —— T —— — & 1.0
Clean Verifier E /A_A/A .ﬂ

| NFIQ1-4 Ve /

Dirty Verifier E A
| NFIQ 1-4 AL

09 _A 0.9 /‘ P

0.8 [

08 F /{'

True Accept Rate (Probability of Detection)
N |
: S ]
True Accept Rate (Probability of Detection)
N\,

0.7 1 L1l TR [ AR 0.7 Ll Ll [ A [ AR
1E-4 1E-3 0.01 0.1 1 1E-4 1E-3 0.01 0.1 1

False Match Rate False Match Rate
—=— Run 1, Attempt 1, 1% Image x Run 3, Attempt 1, 1* Image
Run 1, Attempt 1, 2™ Image x Run 3, Attempt 1, 2™ Image
—A— Run 1, Attempt 1, 3 Image x Run 3, Attempt 1, 3 Image
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NIJ/DHS Iris Recognition Study 2006
st stz (IRISO6)

Enroll 1 Enroll 1 (cont.)
Attempt 1, (2), (3) Attempt 1, (2), (3)
Verify 1 Identify 1
Attempt 1, 2, 3 Attempt 1, 2, 3
Break Break
Verify 2 Identify 2
Attempt 1, 2, 3 Attempt 1, 2, 3
Verify Gaze
_ o Attempt Left, Right, Up, Down, Neutral
e  Three commercial iris Verify Pose
— Product names not identified B T T
— Vendors may choose to self- P min=14 days ias
|dent|fy 60 |- Mean:38.4ydays 1 =
- Standard indoor office ER 12
environment [ 1° %
«  BioAPI interface h {o £
— BioAPI support provided by N s
BioFoundry Division of OSS ]

Nokalva (www.biofoundry.com)

10 20 30 40 50 60
Days between Visits 1 and 2
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IRISO06 Test Subject Demographic
Profile and Statistics
(Target based on 2000 US Census)
Visit 1 Visit 2
Target Actual Target Actual
# of Test Subjects 300 295 250 264
# of Appointments 401 295 295 264
No-Show Rate 26% 11%
Collection Dates 5/1/06-6/10/06 6/12/06-7/15/06
Male 147 49%]| 139| 47%]| 123| 49%| 121| 46%
Female 153| 51%]| 156| 53%]| 128| 51%]| 143| 54%
18-24 30| 10% 29| 10% 25| 10% 22 8%
25-34 60| 20% 54| 18% 50| 20% 45| 17%
35-44 66| 22% 69| 23% 55| 22% 64| 24%
45-54 571 19% 58| 20% 48] 19% 52| 20%
55-64 36| 12% 38| 13% 30| 12% 36| 14%
65-74 271 9% 24| 8% 23] 9% 241 9%
75+ 24| 8% 23| 8% 20| 8% 21 8%
White 225 75%]| 220| 75%]| 188| 75%]| 199| 75%
Black/ African-American 36| 12% 37| 13% 30| 12% 33| 13%
Asian 12| 4% 10 3% 10| 4% 71 3%
Native American 3l 1% 4 1% 3l 1% 3 1%
Others 241 8% 24 8% 201 8% 22| 8%
Hispanic 39| 13% 35| 12% 33| 13% 33| 13%
Non-Hispanic 261| 87%]| 260| 88%]| 218| 87%]| 231| 88%
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IRISO06 Data Analysis

e Online
— Products in commercial mode

— Metrics include FTE, FTA, FNMR, enrollment and
recognition times

— No DET/ROC curves because non-match scores not
provided during online operation

e Offline

— Use images collected from each product during
online evaluation

— Use template generator and all-to-all matching
algorithm provided by Professor John Daugman,
Cambridge University

— Still underway

BWG Working Session 35 13 17 October 2006, London
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I- Cummulative False Non-Match Rate (FNMR)
O n I ne Product B Product C Product G
LorREyej] LEye | REye|LorREye] LEye | REye|L orR Eye
Results [fem:
# of Persons 276 225 | 229 245 272 | 265 272
Attempt 1 9.8% |10.7%|16.2%| 6.9% | 3.7% | 0.0% 2.6%
e Tradeoff _ Attempt 2 22% | 44% | 92% [ 33% | 0.0% | 0.0% | 0.4%
~ | Attempt 3 04% | 0.0% | 09% | 0.0% | 0.0% | 0.0% | 0.4%
between 2 erity 2
transaction #of Persons| 270 225 | 227 244 266 | 268 271
times and Attempt 1 12.2% | 12.9%| 16.7%| 7.4% 2.6% | 1.1% 0.0%
error rates Attempt 2 52% | 4.9% | 48% | 29% | 0.4% | 0.0% | 0.0%
Attempt 3 22% | 00% | 0.9% | 04% | 04% | 0.0% | 0.0%
(accuracy) Identify 1
“Best” product # of Persons | 199 214 | 218 240 150 | 151 157
depends on Attempt 1 16.1% |17.8%|23.9%| 9.6% | 4.0% | 2.6% | 0.6%
requirements | « Attempt 2 6.5% | 8.4% |[11.5%| 4.2% | 0.7% | 0.0% | 0.0%
_ ~ | Attempt 3 3.0% | 2.3% | 3.2% 1.3% | 0.0% | 0.0% | 0.0%
of a given £ [identify 2
application # of Persons| 197 214 | 217 239 152 | 148 157
Attempt 1 19.3% [|18.2%|21.7%| 11.3% | 2.0% | 2.7% | 0.0%
Attempt 2 9.1% | 8.4% |12.4%| 54% | 0.7% | 0.0% | 0.0%
Attempt 3 2.0% | 3.7% | 1.8% 1.7% | 0.7% | 0.0% | 0.0%
Average Recognition Transaction Time (L or R Eye)
t (sec) 6.4 8.2 13.6

14
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Offline Results
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Product G Enroliment Images x

Product G Recognition Images (all)

Genuine Comparisons (4,398)
V22ZZ) Impostor Comparisons (565,775)

Score

Enrollment images from each product compared with all 3 attempts

from all 4 transactions (Verify 1, Verify 2, Identify 1, & Identify 2) from

the same product

Left and right eyes treated as separate individuals
— Person-based (left or right eye) performance analysis underway
Each recognition attempt treated as a separate transaction
— 3-attempt transaction performance analysis underway
Some overlap exists between genuine and impostor distributions

BWG Working Session 35
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Single-Attempt Native Performance

Enroliment Images x Recognition Images (all)

True Match Rate (1-FNMR)

BWG Working Session 35
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True Match Rate (1-FNMR)

Influence of Glasses
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Single-attempt performance improved for all products when images
with glasses were excluded from offline analysis
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True Match Rate
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Interoperability Performance

1 attempt to match presented eye 3 attempts to match presented eye
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* Product C enroliment images exhibit best performance
* Product G recognition images exhibit best performance
* Interoperable performance better than native performance in some cases!
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